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SUMMARY

Webinar on Child Online Safety: A national-level webinar was organized on the occasion
of Safer Internet Day 2025. The Nepal Telecommunications Authority jointly organized
the program with the Ministry of Communication and Information Technology, the
Ministry of Women, Children and Senior Citizens, the National Child Rights Council, the
Net4Good Alliance, Creation Society Nepal, and Joining Forces Nepal. The event invited
experts from various children and online protection-related organizations as representatives
from the Nepal Telecommunications Authority (Bijay Kumar Roy), National Cyber
Security Center (Rajkumar Maharjan), Cyber Bureau of Nepal Police (Umesh Prasad Sah),
and Office of the Attorney General (Bina Dahal) to discuss the importance of safeguarding
children in the digital age. A renowned celebrity and media personality, Mr. Raja Rajendra
Pokhrel, facilitated the whole webinar, including the panel discussion. During the webinar,
panelists shared the major policies, practices, and gaps in child online protection and the
legal aspects of online safety. The panelists also shared some cases and evidences on child
online protection. Throughout the panel discussion, some queries were also raised by the
participants and addressed by the respective panelists. Finally, the respective shareholders
shared some key messages including National Child rights Council (Ram Bahadur Chand)
and the session was wrapped with closing remarks from Ministry of Women, Children and
Senior Citizens (Joint Secretary Mr. Chakra Bahadur Budha).

National Workshop on the Role of Government and Service Providers for Safer
Internet: Nepal Telecommunications Authority (NTA) organized this workshop in
collaboration with key ministries, regulators, and civil society organizations, in presence of
144 participants in order to address Nepal’s evolving cyber challenges. Representatives
from Internet Service Providers Association of Nepal (ISPAN), Ncell Axiata Limited and
Nepal Doorsanchar Company Limited (Nepal Telecom) highlighted efforts to combat
vulnerabilities like data leaks and tracking, while representative from Nepal Rastra Bank
outlined practices and plans for digital financial regulations. Representative from Cyber
Bureau reported alarming cybercrime trends, with 20,000+ cases targeting women and
children, underscoring gaps in resources, cross-border coordination, and forensic
capabilities. A moderated panel stressed collaborative governance, public-private
partnerships, and inclusive policymaking to address implementation gaps, while guests
emphasized child protection, grassroots awareness, and ethical Al use.

Key outcomes included strengthened stakeholder networks, commitments to digital literacy
campaigns, and prioritization of legal reforms. Challenges such as underreporting, resource
constraints, and balancing security with accessibility were met with recommendations for
enhanced technical capacity, unified frameworks, and nationwide cyber hygiene initiatives,
collectively advancing Nepal’s safer digital ecosystem.
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Safer Internet Day Celebration, 2025

1. BACKGROUND

The digital revolution has transformed societies globally, offering unprecedented opportunities
while introducing significant challenges. Safer Internet Day (SID) is an international event
initiative celebrated yearly to promote safe and responsible internet use. It is especially
designed to encourage proper use of online technology and mobile devices among children and
young people. Originating from Europe, SID has grown into a global initiative followed over
more than 170 countries. The theme for 2025 is ‘together for better internet’. Safer Internet
Day (SID), celebrated annually, is a global initiative aimed at promoting the safe and
responsible use of digital technologies. This year's SID, observed on February 11, 2025, under
the theme "Together for a Better Internet," emphasized collective responsibility in fostering a
secure and inclusive digital environment.!

In modern day’s era of digital transformation, children are the most vulnerable to the internet.
It is used in education, entertainment, and many other social infrastructures in their daily life.
This has made them vulnerable to the influence of online abuse, cyberbullying, internet
exploitation, and exposure to inappropriate content. Safer Internet Day serves as a reminder
and an important platform to address these issues, create awareness, and provide tools to
promote safe online practices.

In Nepal, the increasing penetration of internet services has brought both opportunities and
risks. While digital technologies have enhanced communication, education, and economic
activities, they have also exposed users to cyber threats such as online exploitation,
misinformation, and privacy breaches.> Recognizing these challenges, the Nepal
Telecommunications Authority (NTA), in collaboration with the Ministry of Communication
and Information Technology (MoCIT), Ministry of Women, Children and Senior Citizens
(MoWCSC), National Child Rights Council (NCRC), and other stakeholders, organized a
comprehensive program to mark SID 2025.3

The SID 2025 program in Nepal highlighted the importance of digital literacy as a tool for
empowerment. By equipping individuals with the knowledge and skills to navigate the digital
world safely, the initiative contributed to building a resilient digital society. It also underscored
the need for continuous efforts to address emerging cyber threats and to promote a culture of
responsible digital citizenship.* Collaboration among multiple stakeholders was a cornerstone
of the initiative. By engaging government bodies, non-governmental organizations, educators,
parents, and the private sector, the program fostered a multi-stakeholder approach to addressing

! Better Internet for Kids. (2025). Safer Internet Day 2025: Local initiatives drive global impact.

2 ChildSafeNet. (2025). Child online safety Nepal: Safer Internet Day 2025.

3 Ministry of Women, Children and Senior Citizens. (2025). National Child Rights Council public information
tabloid.

4 Kaspersky. (2025). Top 15 internet safety rules and what not to do online.
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internet safety challenges. This approach not only enhanced the program's reach but also
ensured the sustainability of its outcomes.

The program aimed to raise awareness about online safety, particularly among children and
youth, who are most vulnerable to cyber risks. Activities included awareness webinar, capacity-
building workshop, and interactive session designed to educate participants on safe online
practices. These efforts aligned with the objectives of the Digital Nepal Framework, which
emphasizes digital literacy and cybersecurity as key components of the nation's digital
transformation.’

SICT Frame. (2025). Digital Nepal Framework 2.0: A step towards a digitally empowered Nepal.

[-2-]



Safer Internet Day Celebration, 2025

2. APPROACH

The Safer Internet Day 2025 initiative was designed as a collaborative effort involving key
government agencies, law enforcement bodies, civil society organizations, and child rights
stakeholders to promote a safe digital environment for children. The Nepal
Telecommunications Authority (NTA), in coordination with the Ministry of Communication,
Information and Technology (MoCIT), the Ministry of Women, Children, and Senior Citizens
(MoWCSC), the Cyber Bureau of Nepal Police, the National Child Rights Council (NCRC),
and civil society organizations such as Joining Forces, Net4Good Alliance, and Creation
Society Nepal, led the strategic planning and execution of the event.

2.1 Formation of the Sub-Committee

NTA formed a sub-committee, comprising the following representatives from key institutions
to ensure structured, meaningful and impactful events on the occasion of SID 2025. The
committee was responsible for designing the program structure, identifying speakers and
panelists, selecting discussion themes, organising events and preparing reports ensuring
safeguarding protocols were in place.

a. Mr. Bijay Kumar Roy, Director, NTA - Co-ordinator

b. Ms. Roja Kiran Basukala, Deputy Director, NTA - Member

c. Mr. Ram Bahadur Chand, Officer/Information Officer, NCRC - Member

d. Ms. Kamala Dahal, Officer, MoCWSC -Member

e. Mr. Saurav Lamsal, Officer, MoCIT -Member

f.  Mr. Biwek Nath Mahaseth, Assistant Director, NTA -Member

g. Mr. Krishna Bahadur Karki, Assistant Director, NTA -Member Secretary

2.2 Program Design
The event was structured into two key sessions to maximize outreach and effectiveness:

1. Keeping Children Safe on Internet: A Webinar on Child Online Protection
o A two-hour interactive webinar tailored for children to raise awareness on safer

internet practices.

o Conducted via Zoom with a live broadcast on Facebook and YouTube pages of
Joining Forces Nepal member organizations.

o Engagement tools: A survey link was shared in the Zoom chat to collect

feedback on children's online experiences.
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o Facilitator: Raja Rajendra Pokhrel, a journalist and artist, led the session.

o Key Messages: Delivered by representatives from NTA, ITU Area Office and
Innovation Centre for South Asia, Cyber Bureau, National Cyber Security
Center (NCSC), Office of Attorney General, MoWCSC, and civil society
organizations working on child online safety. Participating children also shared

their experiences and perspectives.

2. Government and Stakeholder Dialogue on Safer Internet
o A high-level policy discussion focusing on the role of government and

stakeholders in ensuring a safer internet.
o Program Facilitator: Roja Kiran Basukala, Deputy Director, NTA.
o Chairperson: NTA Chairman.
o Chief Guest: Hon. Prithvi Subba Gurung, Minister, MoCIT.
o Guest Speakers: Bam Bahadur Baniya, Vice Chairperson, NCRC
Radhika Aryal, Secretary, MoCIT
Laxmi Kumari Basnet, Secretary, MoWCSC
Indira Devi Dhakal, Member Secretary, NCRC
Nawaraj Dhakal, Co-ordinator, Net4Good Alliance
Dr. Ganga Bahadur Gurung, Joining Forces
o Program Structure:
= Presentation on cybersecurity policies and digital safety initiatives.
= Panel Discussion featuring experts from government, civil society, and

law enforcement.
2.3 Safeguarding Considerations

To ensure a safe and inclusive environment, particularly for children, strict safeguarding
measures were implemented:

o Pre-registration requirement for participants to prevent unauthorized access.
e Moderation of children’s contributions to protect their identities and well-being.
o Regulated participation to prevent any potential online risks.

e Real-time moderation of online comments and questions to ensure respectful discourse.

[-4-]
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3. EVENT PROCEEDINGS

3.1 Event 1: Webinar on Child Online Safety

3.1.1 Event Overview

Date: 11 February 2025

Time: 11:00 AM to 01:00 PM (2 Hours)

Platform: In-Person/Zoom/Y ouTube/Facebook
Participants: Diverse forms of participants (In-person and Online) have participated in the
webinar via a Zoom platform, and also from different social media live streaming (Facebook

and YouTube), which are as follows,

S. | Participants
Medi Description
N. Numbers edium P
1 |40+ In-Person Organizing committee members, collaborating and
partners organization members, Supporters, Guests,
panelists, moderators, and Technical team members
were physically presented at the program venue.

2 | 400+ zoom | Zoom Platform | 432 accounts were connected to a Zoom platform. In
connections most accounts that were joined from schools, a group of
connecting students, a whole classroom, or whole students also
2,000+ participated in the program via a single connection.
individuals

3 | 10,000+ Facebook Live | The webinar was live-streamed via different organizers

Streaming and supporters' Facebook pages. The webinars were
live-streamed by 10+ partnering organizations
Facebook pages and got 10K+ views.
4 | 1000+ YouTube The webinar live streaming and post video was also
Streaming shared on YouTube and got 1K plus views.
13,000+ Total Approximately

3.1.2 Objectives

The major objectives of the program are as follows:

To highlight the importance of safer internet day for children and identify specific

challenges.

[-5-]




Safer Internet Day Celebration, 2025

e To share and disseminate internet-borne risks and
impact on children and practices of existing safety
measures

e To gather insights and opinions from key stakeholders
including telecommunications authorities, children,
government agencies, and UN agencies, for protection

on online platforms

3.1.3 Key Sessions & Discussions
Opening, Welcoming, and Messages

The webinar was started with a key message from the Right Honorable Prime Minister K.P.
Sharma Oli, which highlighted the importance of online learning and information in education.
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International Telecommunications Union (ITU) Area Office and Innovation Centre for South
Asia- Dr. Pranita Upadhyaya, gave a brief speech and showed the importance of government
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and service providers in creating a safer, more secure digital environment. She highlighted
Internet has become deeply embedded in our life. While it is convenient to use, it brings risk
in our privacy and security online. Government and service providers are key players in
developing and implementing policies, frameworks and technologies to make sure internet is a
safe space for all, especially children and vulnerable groups.

The webinar featured panel members who presented their findings and created a discussion
about children in online spaces. These panel members providing presentation included:

e Bijay Kumar Roy, Director, NTA

e Umesh Prasad Sah, DSP, Cyber Bureau,
Nepal Police

e Raj Kumar Mabharjan, Director, National
Cyber Security Center,

e Bina Dahal, Deputy Attorney, Office of

the Attorney General

Panel Members Presentation

Bijay Kumar Roy, Director of the Nepal Telecommunications Authority (NTA), delivered
a presentation on Cybersecurity Policies and Online ’
Protection Initiatives. His session provided essential
insights into cybersecurity, emphasizing its
significance in safeguarding digital assets and
personal data from theft, misuse, and damage.

Roy elaborated on the various online dangers that
pose significant threats, particularly to children.
These include child grooming, -cyberbullying,
sexting, sextortion, child pornography, online
gaming addiction. He underscored the importance of
educating individuals on the safe use of digital
platforms such as Facebook, Instagram, X,

LinkedIn, and WhatsApp, as a lack of awareness can expose users to security risks.

The presentation also covered Nepal’s regulatory framework for cybersecurity, outlining key
legal provisions established by the government to address online safety. Notable regulatory
frameworks include Child Online Protection Guideline (2019), Cyber Security Byelaw (2020),
National Cyber Security Policy (2023) and Nepal's position in Global Cyber Security Index
published by ITU. Roy referenced the ITU Council Resolution 1305, which identifies
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cybersecurity as a critical global policy issue to ensure safe, equitable, and reliable access to
digital services.

Other NTA initiatives such as Cyber Security Awareness Assessment Report (2015) and Child
Online Protection (COP) awareness programs and Training of Trainers (ToT), Net4Good
Manual, cyber security advisories to the general public and provincial policy discussion and
awareness were conducted in collaboration with international and national support partners.

As a way forward, Roy emphasized the need for effective implementation of existing laws,
development of educational policies, and enhanced institutional frameworks. He called for
greater coordination among government agencies and stakeholders to conduct awareness
programs, ensuring accountability at central, provincial, and local levels. Strengthening
cybersecurity efforts through collaboration with media, social organizations, and policymakers
will be essential in building a safer digital environment for all.

During the session, DSP Umesh Prasad Sah from the Cyber Bureau, Nepal Police
delivered a presentation on “Cyber Threats and Child Online Abuse Cases.” His discussion
shed light on the increasing risks children face in digital spaces, particularly emphasizing that
girls are disproportionately targeted and subjected to cyber abuse compared to boys. He
illustrated various cybercrime scenarios, providing real-world cases to highlight the growing
concerns surrounding child exploitation online.

DSP Sah outlined several prevalent forms of cyber abuse affecting children. He detailed cases
where perpetrators create fake identities to send threatening messages, engage in verbal abuse,
defame individuals, or blackmail victims. Additionally, social media platforms have
increasingly been misused as tools for personal revenge or expressing anger, often leading to
harassment and intimidation. Another critical issue is digital image manipulation, where
offenders extract photos from victims’ social media accounts, alter them (e.g., superimposing
a victim’s face onto explicit content), and use these doctored images for harassment, coercion,
or public humiliation. In some cases,
victims are threatened with the viral
dissemination of explicit content,
pressured into  non-consensual
relationships, or coerced into
inappropriate video interactions.

»

The presentation also covered |
incidents where offenders secretly |
record or  fabricate  explicit
images/videos with the intent of |
financial exploitation, entertainment,

or revenge, subsequently sharing
such content in online groups. A particularly alarming trend involves social media friendships
with strangers, which perpetrators exploit to harass victims by sending inappropriate videos.
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Furthermore, cases have been reported where offenders specifically target students and
teachers with explicit material or even impersonate cyber law enforcement officials to pressure
victims into sharing sensitive content.

Statistical insights provided by DSP Sah revealed that the most common cybercrime cases
involving child victims relate to hacking and fake accounts, while cyber tip-line reports
constitute the lowest percentage. The data further indicated that Facebook, Messenger,
WhatsApp, Instagram, TikTok, and E-Sewa are the primary platforms through which
cybercrimes are committed. In terms of demographic trends, individuals aged 36-50 are the
most vulnerable victims of cybercrimes, while offenders generally fall within the 19-25 age

group.

To illustrate the severity of these crimes, DSP Sah shared brief case studies of real incidents.
In one case, a 21-year-old woman from Bhaktapur was found guilty of exploiting her 14-year-
old sister by recording and sharing explicit footage with her boyfriend. This case was escalated
to the District Police Office, Bhaktapur. In another shocking instance, an 8-year-old boy from
Jhapa was discovered to have recorded and uploaded his own nude video to YouTube. Another
severe case involved a 23-year-old man from Nawalparasi who filmed an 11-year-old girl,
capturing explicit images of her genitalia, with disturbing content suggestive of child
exploitation.

These findings underscore the urgent need for enhanced cybercrime prevention strategies,
stricter legal enforcement, and greater digital literacy initiatives to safeguard children from
online threats. Strengthening awareness campaigns, parental supervision, and technical
monitoring measures is imperative to combat these emerging forms of cyber abuse.

During the session, Raj Kumar Maharjan, Director of the National Cyber Security
Center, delivered a presentation _____

on “How Can We Safely Use the E
Internet?”  His  discussion |
highlighted the legal frameworks
established to promote online
safety and the role of the National
Cyber Security Center in
preventing and addressing online
abuse. He emphasized the
increasing digital risks faced by
internet  users,  particularly B

children and young people, and outlined measures to enhance cybersecurity and online safety

The internet, as a vast global network of interconnected devices, serves as the backbone of
modern communication, facilitating information exchange, social interactions, and economic
activities. However, the growing dependence on digital platforms has also exposed users,
particularly children, to cyber threats. The impact of COVID-19 lockdowns significantly
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increased internet usage, with studies revealing that one in four children and young people
(25%) spent over ten hours online daily.

One of the most concerning aspects of digital risks is Online Child Sexual Exploitation
(OCSE), which involves the manipulation and coercion of children into sexual activities. OCSE
includes various forms of abuse, such as grooming, online sexual exploitation, child
pornography, and sexting. These activities not only have severe psychological and emotional
consequences for victims but also pose a significant challenge for law enforcement agencies in
identifying and addressing such crimes.

To mitigate these risks and ensure a safe online environment, the National Cyber Security
Center has implemented several policies and monitoring mechanisms. These include
mandatory registration of social media platforms, the establishment of a Point of Contact
(POC) system, the introduction of Cyber Security Advisory services, and the formulation of an
Al and Data Protection Policy. These measures aim to strengthen cyber resilience, protect
digital identities, and safeguard users from emerging cyber threats.

The Cyber Security Advisory, which was officially launched on Magh 8, 2081 B.S., plays a
crucial role in enhancing cybersecurity across various sectors. It provides guidance on
government website and application security, server and network protection, device security,
password management, and safe internet browsing practices. Additionally, it addresses
phishing attacks, email security, social media safety, mobile security, and the responsible use
of removable media. These comprehensive strategies aim to create a robust digital
infrastructure, ensuring a secure online environment for individuals, organizations, and
government entities.

Deputy Attorney, Bina Dahal gave insights
into the rights of children and their
responsibility as well through her topic
‘Legal Framework for Child Online
Protection’. She presented acts related to
children such as: Child Related Act 2075,
Online Child Protection Guidelines 2076,
National Penal Code 2074. She put light into
the rights of children and how they can use it.
Any abuse done towards any child will be
punished at minimum of 4 years and 1,00,000
fines.

Children Participants

Children from various regions of Nepal actively participated in the webinar, raising concerns
about online safety, cybersecurity risks, and limited internet access in rural areas. They
emphasized the need for a national policy to address excessive internet usage among youth and

[ 10-]



inquired about the government’s
efforts to combat cybercrime and
protect children online. Participants
also  highlighted  gaps in
implementing existing
cybersecurity laws and the lack of
digital literacy programs in schools.

In response, experts from the Nepal
Telecommunications Authority
(NTA) outlined ongoing initiatives,
including broadband expansion in
schools and the integration of
cybersecurity topics into the
curriculum. They stressed the
importance of parental supervision,
community awareness, and
proactive reporting of online
threats. The discussion underscored
the need for  multi-level
engagement, legal enforcement,
and cross-border collaboration to
enhance cybersecurity and ensure a
safer digital space for children.

3.1.4 Event Outcomes

Safer Internet Day Celebration, 2025

e Highlighted the importance of internet safety to 2000+ children and emphasized to

overcome challenges.

¢ Disseminated information regarding internet-borne risks and its impact on children.

e Shared different practices for online safety measures.

e Discussed and shared insights and opinions of key stakeholders including regulators,

children, government agencies, and UN agencies, for protection on online platforms.

e Sensitized stakeholders to execute their roles and responsibilities underscoring the

critical roles of government to ensure online safety and security.

e Provided a platform for various stakeholders to present findings and discuss the

specific challenges children face online.

e Demonstrated a successful collaborative effort between government agencies, civil

societies and development partners to reach a nationwide audience on online safety.
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At the end of the session, key outcomes of the workshop were ﬁ ;_
shared. The webinar concluded with a speech and thanks done .
by Chakra Bahadur Budha- Joint Secretary, MoWCSC. With
the joint effort of Nepal Government agencies and JF Nepal,
the webinar reached all across the nation and concluded
successfully.

3.1.5 Key Recommendations

¢ Ensure effective enforcement of existing frameworks
like Child Online Protection Guideline, 2019, Cyber
Security Byelaw (2020) and National Cyber Security Policy (2023).

e Develop and implement age-appropriate modules on cybersecurity, ethical internet
use, and online risk prevention.

e Work in close collaboration and co-operation with government, civil societies,
internet service providers, cyber security entities, influencers, and local media to run
campaigns on child online protection.

e Develop Curriculum for safer internet practices for children.

e Conduct capacity building programs for school teachers, parents, trainers and local
governments to reduce the risks of online vulnerabilities and threats.

e Host regular forums where children share their online experiences to shape child-
centric policies and reporting mechanisms.

e (Co-ordinate and collaborate with concerned national and international agencies to

minimize cross-border cybercrimes.
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3.2 Event 2: National Workshop on the Role of Government and Service
Providers for Safer internet

3.2.1 Event Overview

o Date: 11 February 2025
e Venue: Hotel Radission, Kathmandu, Nepal
o Participants: 144 in total
e Organizers
The NTA  continued its
collaborative efforts, partnering
with the MoCIT, MoWCSC,
NCRC, Net4Good Alliance,
World Vision International, Plan
International, SOS Children's
Villages, Terre des Hommes,
Child Fund Japan, Save the
Children, and Creation Society
Nepal for this workshop.

3.2.2 Objectives

The National Workshop aimed to bring together key stakeholders from the government and
service provider sectors to discuss their respective roles and responsibilities in promoting a
safer internet environment in Nepal.

3.2.3 Key Sessions & Discussions

The workshop was facilitated by Ms. Roja Kiran Basukala,
Deputy Director, Nepal Telecommunication Authority.

The workshop commenced with formal welcome remarks by
Mr. Bijay Kumar Roy, Director of NTA. He emphasized NTA's
commitment to promoting safer internet practices in Nepal,
with a specific focus on the well-being of children and
marginalized communities. Mr. Roy welcomed all the
participants and set the stage for the day's discussions.

The inauguration of the workshop was conducted by the Chief
Guest, the Honorable Minister of the Ministry of
Communication and Information Technology (MoCIT), Mr.
Prithvi Subba Gurung. The inauguration was followed by the
recitation of the National Anthem.
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Following the inauguration, well-wishes messages from several high-ranking officials were
displayed, including the Prime Minister of Nepal, the Ministry of MoCIT, the Secretary of
MOoCIT, the Ministry of Women, Children and Senior Citizens (MoWCSC), and the Chairman
of the NTA. These messages underscored the national importance of internet safety and the
collaborative efforts required to achieve it.

Dr. Pranita Upadhyaya, Head of the ITU Regional Office for South Asia and Innovation,
conveyed a message of support from the International Telecommunication Union (ITU). She
acknowledged the immense opportunities presented by internet technology for development
and innovation while also highlighting the significant security, safety, and privacy threats that
arise in the digital space. Dr. Upadhyaya affirmed ITU's commitment to introducing
frameworks and guidelines aimed at ensuring the safety and privacy of individuals online and

expressed the organization's readiness for future collaboration with Nepal.
=73 =
a) Policy Provisions and Initiatives for Cyber Security:

Mr. Narayan Timilsina, Joint Secretary of MoCIT, delivered a
presentation focusing on the policy provisions and initiatives for cyber
security in Nepal. He highlighted the Cyber Security Policy 2080,
which prioritizes the safety and security of individuals and institutions,
with the overarching goal of ensuring a secure cyberspace in
alignment with the Global Cybersecurity Index (GCI) indicators. Mr.
Timilsina informed the audience about the drafting of a new Cyber
Security Bill and the formation of key national bodies, including the
National Cyber Security Center, the Cyber Security Advisory Group,
and the Critical Information Infrastructure Identification (CII)
framework. He also outlined plans under the Digital Nepal Project to promote the Security
Operations Center (SOC), Network Operations Center (NOC), and digital forensics and cyber
infrastructure, while also emphasizing the future importance of quantum computing, Artificial
Intelligence (AI), and 5G technologies in the cybersecurity landscape.

b) Online Safety Practices and Security Measures:

Mr. Ram Krishna Pariyar, representing the Internet Service Providers
Association of Nepal (ISPAN), presented on Online Safety Practices and
Security Measures. He shared crucial insights into the current security
measures being implemented by the internet service providers. Mr.
Pariyar stated that Nepal is highly vulnerable to cyber threats and
highlighted the risks associated with leaking sensitive information
online, such as operating system details, browser information, hardware
specifications, location data, passwords, auto-fill information, and
personal data. He also discussed tracking mechanisms like browser
fingerprinting and tracking advertisements. To enhance online safety,
Mr. Pariyar recommended utilizing "do not track" options, being

cautious about sharing credentials and personal information, practicing critical thinking before
clicking on links, and implementing robust security strategies such as endpoint protection and
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open-source intelligence. He mentioned that ISPAN is actively conducting awareness
campaigns to promote these practices.

¢) Security Governance by Telecommunication Service Providers:

Mr. Rajesh Lal Nyachhyon from Ncell, a telecommunication service
provider, focused his presentation on security governance within the |
telecom sector. He explained that Ncell is prioritizing cyber security g
maturity in line with the NTA Cyber Security Bylaw 2020 and is
pursuing ISO 20001 Information Security Management System
(ISMS) certification. Mr. Nyachhyon also emphasized Ncell's
commitment to data privacy, including data governance, breach
management protocols, and awareness programs. He expressed Ncell's &
openness to collaborate with various stakeholders to strengthen the
overall online safety ecosystem.

d) Regulation for Digital Financial Services Security:

Mr. Krishna Ram Dhoju, Director at Nepal Rastra Bank (NRB),
delivered a presentation on the Regulation for Digital Financial
Services (DFS) Security in Nepal. He began by highlighting the
importance and opportunities presented by the rapidly growing digital
financial services sector in Nepal over the past decade. Mr. Dhoju then
presented the regulatory framework and security measures
implemented by NRB in this domain. He stated that strengthening
DFS is a high priority for NRB, and recent initiatives include the
planned development of a Central Bank Digital Currency (CBDC) as &
a Digital Public Infrastructure (DPI) to further support DFS. He also
mentioned the government's Digital Nepal Framework 2019 and
NRB's formulation of the Payment System Rated Unified Directives
2080 and Cyber Resilience Guidelines 2023. Furthermore, NRB is actively promoting digital
literacy programs to empower users of DFS. Mr. Dhoju also outlined challenges in the DFS
sector, including digital financial literacy gaps, cyber security threats, data protection concerns,
the need for upskilling stakeholders, inter-regulatory coordination, and regulating FinTech
companies. He concluded by highlighting the future opportunities for a resilient and secure
digital economy in Nepal.

e) Facts and Figures of Cyber Crime in Nepal:

Ms. Dipa Bhattarai, Inspector from the Cyber Bureau of Nepal Police, presented compelling
Facts and Figures about the current state of Cybercrime in Nepal. She highlighted that children
and women are particularly vulnerable and are often the primary targets of cybercriminals. The
most common reported cases include Child Sexual Abuse Material (CSAM), bullying,
extortion, hacking, impersonation, phishing, and financial fraud, with the majority of reported
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incidents originating from platforms like Facebook, Instagram,
TikTok, WhatsApp, and eSewa. Ms. Bhattarai noted an exponential
increase in reported cybercrime cases, with nearly 20,000 cases
registered in the last fiscal year, predominantly affecting children
and women. She suggested the importance of practicing good cyber
hygiene and presented some real-world case examples. Ms.
Bhattarai also outlined challenges faced by the Cyber Bureau,
including the 35-day timeline for submitting cases to court, the
absence of Mutual Legal Assistance Treaties (MLATSs) with certain
platforms and countries, resource limitations, delays in receiving
data from online platforms, a lack of comprehensive data analysis
and research capabilities, and issues related to cross-border
cybercrime.

L 0 8 O T e s

f) Policy and Implementation Gaps in Context of Nepal:

Mr. Bibek Rana, a Cyber Security Expert, provided an | wran ¢ 2w SEEgE
insightful analysis of the policy and implementation gaps in the - ik
context of Nepal. He argued that policy insights are often driven . :’ .l e

by academics and politicians with limited public voice —
opportunities, and that policy-making is largely led by
bureaucrats. He also pointed out a need to better consider the
global context and best practices in internet policy, particularly
concerning contemporary issues like AI. Mr. Rana identified

G
!

¢

several key gaps, including unclear policies, a reluctance
towards robust implementation, a lack of effective project

management  practices, and insufficient participatory W‘_“—M._
approaches in policy development. He emphasized that these gaps make children and young
people particularly vulnerable to online threats.

rore——— ————m—
iy B e 2 et

g) Panel Discussion and QA Session:

A comprehensive
panel discussion and
question-and-answer

session was moderated
by Mr. Rajan Lamsal.
The panel comprised
Mr. Bibek Rana, Ms.
Dipa Bhattarai, Mr.
Krishna Prasad
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Bhandari (Manager, Nepal Telecom - NTC), Mr. Krishna Ram Dhoju, and Mr. Narayan
Timalsina.

e Mr. Rana reiterated the need for strategies to increase public participation in policy-
making and emphasized a more structured
framework rather than ad-hoc approaches.

e Ms. Bhattarai stressed the importance of
registering social media accounts for
accountability, along with the need for
increased resources and enhanced cyber
forensics capabilities within the Cyber
Bureau.

e Mr. Bhandarl (NTC) stated '[.hé.lt.Whlle the}r -
previous focus was on accessibility, NTC is = pactor, Cyber baec
now prioritizing system security and end-user safety. He acknowledged the challenges

faced by service providers in balancing security and competitiveness.

e Mr. Dhoju (NRB) outlined plans to develop a resilient DFS system covering digital
wallets and transactions, noting the current limitation to banks and financial
institutions. He identified the lack of public awareness as a major issue in DFS and
affirmed NRB's responsibility to strengthen institutions, mentioning the provision of
tracking and response mechanisms.

e Mr. Timalsina (MoCIT) acknowledged the implementation gaps due to resource
constraints and stated that plans are underway to incorporate these issues in upcoming
policies, including increasing specialized IT human resources and updating the Digital
Nepal Framework to enhance digital infrastructure.

The Q&A session focused on key challenges in
cybersecurity, including coordination among service
providers, gaps in human resources and legal
frameworks, and the roles of civil society and
government in law enforcement. Discussions
emphasized the importance of a collaborative
approach rather than isolated efforts, highlighting
the need for inclusive participation of children,
women, and vulnerable groups. Concerns were also
raised about challenges in accessing data. Panelists
acknowledged these issues and expressed
commitment to future collaboration to enhance
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h) Remarks by Guests and Speakers

Mr. Nawaraj Dhakal from Net4Good Alliance emphasized the safety, access, approach, and
protection of children online and welcomed collaboration from all stakeholders. Dr. Ganga
Bahadur Gurung from Joining Forces highlighted the importance of multi-stakeholder
collaboration for protecting vulnerable children online.

Ms. Laxmi Kumari Basnet, Secretary of MoWCSC,
highlighted the increased importance of internet
facilities during post-COVID-19 in education,
communication, and skills development. However, she
also noted its impact on social behavior and the rise in
crime, with children and women being particularly
vulnerable. Ms. Basnet pointed out the discrepancy
between reported cases and actual incidents and
emphasized the need for collaborative efforts in
awareness and capacity building, especially
concerning issues like child marriage and trafficking
exacerbated by the internet.

Ms. Radhika Aryal, Secretary of MoCIT, acknowledged the exponencial increase in internet
penetration globally and nationally. She mentioned the |7
government's efforts to deliver services through online

platforms, which while increasing access, has also elevated
vulnerabilities. Ms. Aryal appreciated all the suggestions
and comments, noting that the government sector itself is
increasingly targeted by hackers and attacks. She
highlighted initiatives by MOoCIT, including plans to
increase connectivity and digital service delivery systems,
and mentioned that social media registration is in process.
Ms. Aryal requested all regulatory and service delivery
agencies to focus on effective monitoring and quality
assurance and committed to working collaboratively.

Mr. Bam Bahadur Baniya, Vice Chairman of the National
Child Rights Council, stated that the misuse of the internet
and internet services is increasing exponentially. He
informed the audience that NCRC is promoting child
protection mechanisms at federal, provincial, and local
levels, emphasizing that key safety messages should reach
the grassroot level. Mr. Baniya mentioned NCRC's plans to
strengthen helplines 104 and 1098 and appreciated this
collaboration and anticipated furthermore similar
partnership in near future.
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i) Address by the Chief Guest:

The Honorable Minister of MoCIT, Mr. Prithvi Subba Gurung, emphasized the importance of
information, communication, science, and

technology for socio-economic development of |
country. Minister Gurung stated that effective
implemention of laws and policies is required. He
appreciated the efforts of NTA and expressed a desire
to prioritize innovation in ICT sector. He highlighted
the government's priorities in human resource
development, need of increased investment in the
ICT sector, and formulation of necessary regulations
for cyber security. The Minister affirmed the

government's role in ensuring the right to information, data privacy and management, and
controlling the misuse of social media. He also acknowledged the pros and cons of Al,
emphasizing the importance of promoting ethical use of Al for social good. He focused on a
larger digital literacy campaign, digital infrastructure development and balanced private sector
involvement for safer internet in Nepal.

j) Closing:

The Program Chair, Mr. Bhupendra Bhandari, Chairman of J
NTA, expressed his expectation for greater support of
stakeholders and collaboration in the future for safer internet in
Nepal. He appreciated active and remote participation of
thousands of children from various schools of different
provinces and successful completion of the webinar held on the
occasion of safer internet day 2025. He summarized the key
points of the presentations made by the presenters and panel
discussions of the workshop. He thanked all the service .. J wm shupendasnandan
providers and partner organizations for their participation and
made commitment for future collaborations.

Cackman - NTA

3.2.4 Outcomes

e Active participation and contribution of the key stakeholders from the government,
civil societies, private sectors, partnering organizations and service providers towards
performing their roles and responsibilities for promoting a safer internet environment
in Nepal.

e Sensitized roles of government bodies, service providers,civil societies, international
agencies towards effective implementation of cyber security policies, online safety

practices, regulatory frameworks for online safety.
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e Government officials and other stakeholders gained insights into the online safety
practices and security measures currently being implemented by internet and

telecommunication service providers, including their challenges and future plans.

3.2.5 Recommendations

e Develop comprehensive national child online protection policies/frameworks.

¢ Build and strengthen Legal and Policy Frameworks for safer internet ecosystem.

e Promote public-private partnerships to develop and implement effective programs to
address online safety challenges .

e Launch comprehensive campaigns and programs for online safety and digital literacy
including digital financial literacy, targeting vulnerable groups.

e Promote adoption of security standards, strengthen monitoring, explore technical
solutions, and improve reporting mechanisms for secure and resilient network
infrastructure

e Develop information sharing mechanisms , perform necessary actions and
collaborations for safer internet .

e Develop and implement capacity building programs to strengthen expertise in
government bodies, regulatory authorities, law enforcement agencies, prosecutors,

trainers, educators etc.
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7. CONCLUSION

The Safer Internet Day 2025 was celebrated in Kathmandu, Nepal on February 11, 2025. The
event was successfully organized by Nepal Telecommunications Authority (NTA), the
Ministry of Women, Children and Senior Citizens (MoWCSC), the Ministry of
Communication and Information Technology (MoCIT), the National Child Rights Council
(NCRC) in collaboration with Joining Forces, Net4Good Alliance and Creation Society Nepal.
On this occasion, a webinar was held in the morning session where school children, teachers
and relevent stakeholders participated remotely through virtual/online platform. Similarly, a
National Workshop was conducted after the webinar which brought diverse stakeholders
including government officials, regulators, law enforcement agencies, service providers, and
civil society representatives to empasize their role and responsibilities towards building a safer
internet ecosystem.

The discussions and presentations held during these events highlighted the importance of
online safety, combating the cyber security threats, data privacy concerns and identified
specific vulnerabilities faced by children in the digital space. The active participation and
engagement of over 400 accounts connections, 2,000 individuals in the webinar from seven
provinces and 144 participants in the national workshop reflected concerns regarding these
issues in Nepali society.

In conclusion, the Safer Internet Day 2025 celebrations in Nepal served as a significant
milestone in raising awareness, fostering dialogue, and mobilizing collective action towards
creating a safer, more secure and responsible online environment for all citizens. The
commitment expressed by various stakeholders towards future collaboration and the
strengthening of existing mechanisms indicates a positive trajectory for advancing online safety
initiatives in Nepal. The continued collaboration and implementation of the insights and
recommendations obtained from these programs will be crucial in achieving the goal of "Safe
Internet, Forever, For All" in Nepal.
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8. Appendices
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Appendix A: Pictorial Highlights
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Appendix B: Greetings messages

Greetings Message from the Secretary, Ministry of Communication, Information and
Technology.

Greetings Message from the Chairman, Nepal Telecommunication Authority

Greetings Message from the Joint Secretary, Ministry of WWomen, Children and
Senior Citizen

Greetings Message from the Member Secretary, National Child Rights Council

Program videos Youtube Link :

https://www.youtube.com/watch?v=6-bO0AWnSjWo
https://www.youtube.com/watch?v=72ERICxI7tE


https://www.youtube.com/watch?v=yTcy-pJGi_U
https://www.youtube.com/watch?v=yTcy-pJGi_U
https://www.youtube.com/watch?v=LKmSk2wD3mw
https://www.youtube.com/watch?v=LKmSk2wD3mw
https://www.youtube.com/watch?v=-82qEa_oqpw
https://www.youtube.com/watch?v=-82qEa_oqpw
https://www.youtube.com/watch?v=rmLBBPc58Sg
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Appendix C: Children Responses and feedback
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